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Abstract

Ransomware is a type of malware that’s aim is to extort money from the victim. This
extortion is done by either encrypting important and personal data on a computer
system or locking the user out of their system and then demanding payment for the
restoration. If the ransom is not paid in time either the encrypted data gets deleted
permanently or uploaded online publicly for all to view. The main aim of this evaluation
is to give the reader a clear understanding of the threat ransomware poses and the
steps being taken to mitigate it.

The researcher used malware analysis environments with Windows Operating Systems XP SP3
and 10 Home and a live ransomware sample (WannaCry) to test these prevention methods and
techniques using anti-ransomware software such as Windows Security. The researcher
successfully demonstrated the prevention methods created against ransomware and how
effective they are today. All aims of the evaluation were met demonstrating that we are moving
in the right direction to combat this type of malware.

If the researcher were to continue the evaluation, he would test prevention methods against
locker ransomware such as Reveton, as only crypto ransomware was researched in this
evaluation, conduct an in-depth analysis on how ransomware spreads between systems and set
up a home network environment to analyse the anti-ransomware software. Finally, as only the
Windows Operating System was researched in this evaluation it would be beneficial to check
the prevention methods and techniques in Linux-based Operating Systems.
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1 INTRODUCTION

1.1 RANSOMWARE 101

Ransomware is a type of malware that’s aim is to extort money from the victim. This
extortion is done by either encrypting important and personal data on a computer
system or locking the user out of their system. The cryptographic algorithms to encrypt
the data is usually a combination of RSA (Rivest—-Shamir—Adleman) and AES
(Advanced Encryption Standard).

Ransomware using RSA encrypts the data with a public key and ransom a private key
which decrypts the data (R.L. Rivest, 1978). To decrypt this data without a key would
take an impossible amount of time. Due to how long it would take to decrypt the data,
it is a bulletproof method to extort money out of the victim. To get the data back
requires the victim to pay, with the attacker’'s payment choice usually being
cryptocurrency bitcoin. This method of payment is used to try and hide the identity of
the attacker holding their data for ransom which makes it difficult to track down exactly
who is behind the attack.

This type of malware isn’t kind to who gets targeted either. It could range from a
regular computer user to a major corporation. Even worse, critical infrastructure has
fell victim before. The colonial pipeline in the U.S, which is a major oil supplier, was
targeted with a ransomware attack on May 7™, 2020, by Darkside Ransomware which
crippled the fuel supply nationwide. The company decided to pay a massive 75 bitcoin
(which is equivalent to $5 Million (Wilkie, 2021)) ransom in order to restore their
infrastructure and provide fuel back to millions of Americans (Kerner, 2022). Amazingly,
U.S law enforcement were able to recover $2.3 Million from the bitcoin payment
(Wilkie & Macias, 2021). Hospitals are also a heavily affected area from ransomware.
In 2017 the NHS in the U.K fell victim to the WannaCry ransomware which crippled the
health service nationwide (BBC News, 2017; BBC News, 2017).

Most ransomware has a deadline to pay. If the ransom is not paid within this time
either the encrypted data gets deleted permanently or uploaded online publicly for all
to view. This can be a deadly situation for an organisation if their customer data is up
for ransom. However, there is no guarantee that the attackers will decrypt the data
once the ransom is paid.

Figure 1 on the next page is a bar graph showing the annual number of ransomware
attacks worldwide from 2016 to 2020 (Johnson, 2021). It’s clear from this graph that
ransomware is still a prominent threat to this day and attacks are only increasing
exponentially.

1|Page



Number of ransomware attacks in millions

BOO

638

600

500

400

300

100

2016 2017 2018 2019 2020

Figure 1:Johnson, J 2021, Number of ransomware attacks per year 2016-2020.

1.2 TYPES OF RANSOMWARE

As mentioned previously there are two main types of ransomware. They are:

Crypto Ransomware — Encrypts important data with a cryptographic algorithm and
ransoms the key/tool to decrypt the data. Payment is asked by attackers in Bitcoin
(WannaCry), MoneyPak (Reveton), PaySafeCard, Ukash or even a prepaid card (Baker,
2022).

Locker Ransomware — Entirely locks the user out of their machine with a pop-up
screen and peripherals no longer work. Files and applications become inaccessible until
the ransom is displayed, with a countdown timer to pay (Baker, 2022). As the aim is just
to block access to the machine, data will most likely not be encrypted.

1.3 AIMS

The main aim of this evaluation is to give the reader a clear understanding of the
threat ransomware poses and the steps being taken to mitigate it. The researcher
hopes to achieve this by following several sub aims:

demonstrating ransomware previously used in attacks.

demonstrate previous attempts to prevent ransomware in old Operating
Systems.

demonstrate current ransomware prevention methods in modern Operating
Systems.
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2 METHODOLOGY

The tools and software the researcher will use for the evaluation is as follows.

Table 1 - Malware Analysis Environments

Operating System

Version

Reasoning

Microsoft Windows XP VM

Windows XP SP3

Simulate the security of a very

outdated operating system still
mostly used to this day against

a ransomware attack.
Updating to latest version to
patch the exploit “EternalBlue”
to see if it helps secure the
operating system. (Microsoft,
n.d.)

Microsoft Windows 10 Home VM

10.0.19042 Build 19042

Simulate up to date prevention

measures implemented into
modern operating systems.

Table 2 - Ransomware Sample

Ransomware

File Name

Reasoning

WannaCry

Ransomware.WannaCry.zip

WannaCry will be the live
ransomware sample used in
the evaluation - Obtained
from TheZoo (tisf, 2021).

Table 3 - Anti-Ransomware Software

Software

Reasoning

Reference

ZoneAlarm — trial version

Test the prevention methods
against crypto ransomware
in modern operating systems
(WannaCry).

(ZoneAlarm, 2022)

Microsoft Defender/Security

Test the improvements from
windows XP to Windows
10/11.

(denisebmsft, chrisda, v-mathavale,

RatulaC, & Ashok-Lobo, 2022)

Windows XP Security Update
(KB4012598)

To test if the update released
to Windows XP is sufficient to
prevent the ransomware
attack.

(Microsoft, 2017)
(Heath, 2017 )
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3 RESEARCH

3.1 THE FIRST RANSOMWARE ATTACK

The first case of ransomware occurred back in 1989 with the AIDS Trojan (see figure 2). This
was a malicious software which was spread through floppy disks. Once inserted into the
computer, it would lay dormant until the user turned on the computer for the 90" time. Upon
booting up the system for the 90" time the malware encrypted system files and displayed a
ransom note demanding payment to unlock them (Waddell, 2016).

Dear Customer:

It is time to pay for your software lease from PC Cyborg Corporation.
Complete the INVDICE and attach payment for the lease option of your choice.
If you don't use the printed INUDICE, then be sure to refer to the important
reference numbers below in all correspondence. In return you will receive:

a renewal software package with easy-to-follow, complete instructions:
- an automatic, self-installing diskette that anyone can apply in minutes.

Important reference numbers: AS599796-2695577-

The price of 365 user applications is US5189. The price of a lease for the
lifetime of your hard disk is US5378. You must enclose a bankers draft,
cashier's check or international money order payable to PC CYBORG CORPORATION
for the full amount of 5189 or 5378 with your order. Include your name,
company, address, city, state, country, zip or postal code. Mail your order
to PC Cyborg Corporation, P.0. Box 87-17-44, Panama 7, Panama.

Fress ENTER to continue

Figure 2: By Joseph L. Popp, AIDS Information Trojan author (Popp 2019).

This is how ransomware still operates today. Encrypting files, displaying a ransom note and
demanding a payment. The method of ransomware hasn’t really changed over the decades but
is still a major threat even today.

3.2 NOTABLE RANSOMWARE & ATTACKS

3.2.1 Locky

This type of crypto ransomware is spread through email communications and social engineering
methods like phishing. Important files are encrypted and a ransom screen asking for payment to
decrypt is displayed (see figure 3). Locky first appeared in 2016 and spread to many parts of the
world in North America, Europe, and Asia (Avast n.d). A hospital in Los Angeles fell victim to
this ransomware and paid out $17,000 to get their systems restored. Despite law enforcement
helping with the attack the hospital chose to pay as it would have been the fastest way to
recover from the attack and restore their critical infrastructure (Brewster 2016).
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111 IMPORTANT INFORMATION !1!

| All of your files are encrypted with RSA-2048 and AES-128 ciphers.

More information about the RSA and AES can be found here:
http://en.wikipedia.org/wiki/RSA_(cryptosystem)
http://en.wikipedia.org; /Advanced_Encryption_Standard

Decrypting of your files is only possible with the private key and decrypt program, which is on our secret server.
To receive your private key follow one of the links:

1. http://

2. http://

3. http://

If all of this addresses are not available, follow these steps:
1. Download and install Tor Browser: http .torproject.org/download/download-easy.html
2. After a successful installation, run the b and wait for initialization.
3. Type in the address bar:

4. Follow the instructions on the site.

I Your personal identification ID:

Figure 3: Avast n.d., Locky Ransomware.

3.2.2 WannaCry

One of the most notable type of ransomware is WannaCry. In May 2017, this new type
of crypto ransomware devasted computers worldwide. Systems running the Windows
Operating System without the most recent updates and patches were susceptible to
the EternalBlue exploit which is how WannaCry was spread. This exploit was traced
back to NSA when this tool was leaked (avast n.d.). The NSA notified Microsoft about
the exploit and a patch for MS17-010 was released for all Windows Operating
Systems, even Windows XP. However, users weren't forced to update their system
with this patch which ultimately caused WannaCry to spread as rapidly as it did shortly
after the exploit was known publicly.

3.2.3 Conti

A more recent strain first appearing in 2020 is the Conti Crypto Ransomware. This ransomware
is linked with Russian cybercriminals. Acting as a ransomware as a service, criminals pay to use
Conti and the data that’s found by the attackers is publicly displayed on their extortion site
(Yaakobi 2022). It encrypts every file it discovers and deems important and creates a ransom
note in a text file. This ransomware attempts to spread to other systems on the network using
SMB port 445 (Yaakobi 2022). However, the Conti operation has now been shut down by the
cybercriminals dispersing into smaller groups (Abrams 2022).

One major attack from Conti was the attack on the Health Services Executive (HSE) in Ireland.
Like the NHS, on 14" May 2021 a ransomware attack completely crippled the Irish health
service nationwide (pwc 2021). The situation was so critical that the Irish Defense Forces were
needed to recover from the attack and reset all affected systems.
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However, shortly after the decryption key was given by the attacker without payment. Possibly
due to the significant damage the attack was having. It was only on the 21 of September that
the HSE had restored the majority of their systems. Attacks like the one against the HSE
displays the real threat ransomware poses.

3.2.4 Reveton

Also known as FBI MoneyPak, this strain is a Locker Ransomware and dates back to 2012
which aims to impersonate law enforcement to convince the victim to pay the ransom (FBI,
2012). Once infected, the ransom screen appears acting as the FBI demanding payment in
MoneyPak currency, which is a different payment method from previous ransomware discussed.
The advice for victims of Reveton was to not pay and contact a computer professional to
attempt malware removal (FBI, 2012).

3.3 PREVENTION METHODS AND TECHNIQUES

As discussed, the various types of ransomware all target and spread differently. Some steps
can be taken to prevent becoming a victim of a ransomware attack, or if you become one
methods to restore your system.

3.3.1 Backup

The first measure against ransomware and how it functioned was to make a backup of the data
it would eventually encrypt. This data could be backed up to a cloud provider such as OneDrive
or to an external hard drive. However, it's very important that the storage medium used to back
up the data cannot be accessed by the system. This is to prevent the ransomware from
spreading to the back up and encrypting those files as well. The victim can simply restore their
system with the backed-up data, wiping the ransomware in the process like it was never there.
Although, this is not addressing the threat of ransomware but just providing an effective
measure against it.

3.3.2 Software updates and patches

The main method that ransomware spreads nowadays is through vulnerable software by using
exploits within them. If the system hasn’t updated to the latest version that blocks these exploits,
then the ransomware will be able to spread and infect. Keeping all software updated on the
system will protect the system and prevent ransomware spreading to the system this method.

3.3.3 Securing email communications

Some ransomware’s main means of infecting is through phishing. If the victim downloads the
malware, then the system and network become infected. It only would take one user out of a
whole organisation for the attack to happen. Due to this it's important to have good email
security in place. Good security would be checking the files being sent around the network
through email and blocking suspicious emails/files to stop the user from falling victim.
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If the email communications are secure, then ransomware using this method to spread will be
prevented. There are many companies already proving this service ready to be deployed.

3.3.4 Not paying the ransom

If someone has fell victim to ransomware, they are now being advised to not pay the
ransom demand. The hope for not paying the ransom is it will deter the attacker in
future attacks as there is no incentive for them now (Baker, 2022). The victim of
ransomware is at a disadvantage with their data encrypted. It's not preventing the
attack, just the commercial incentive for attackers. However, many continue to ignore
this and pay in the hopes to get their data back. This is not a prevention method and
does not target the issue of ransomware. This is simply the victim accepting that they
have been hit with ransomware which is not suitable advice for a victim when their
data is lost. Advising critical infrastructure such as hospitals not to pay as a prevention
is simply not possible an ineffective, as risk to life is occurring during a ransomware
attack on their systems.

3.3.5 Anti-Ransomware software.

As mentioned in the methodology there is now anti-ransomware software that aims to prevent
ransomware on the system. The researcher will test how effective this prevention method is in
the evaluation. However, older operating systems such as Windows XP SP3 are not widely
supported with anti-ransomware software.

3.3.6  Online decryption tools

Once a ransomware attack has occurred the type of ransomware that has infected the system
may have a decryption tool already available. A great project called “No More Ransom (NMR)”
by Europol’s European Cybercrime centre aims to provide decryption tools for the most
common ransomware (Europol, 2021; nomoreransom, n.d.). The tools provided are made by
various security companies. NMR is run by the Netherlands police and McAfee. The decryption
tool will recover the encrypted data by decrypting the data with the decryption key.
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4 PROCEDURE AND RESULTS

4.1 OVERVIEW OF PROCEDURE

The evaluation will be split into two parts. Part one investigating WannaCry on Windows XP
SP3 and Part two investigating the difference in prevention methods on Windows 10 Home.

4.2 WINDOWS XP SP3 ENVIRONMENT

421 Without Protection

To begin with the evaluation the researcher created the XP environment and got it set up with
the necessary tools and software. Figure 4 below shows the environment set up on Windows
XP. As seen, the .zip file “Ransomware.WannaCry.zip” contains the live ransomware sample
WannaCry. The “windowsxp-...” .exe file is the security patch given to windows XP after the
WannaCry attack occurred. For this section no security update installed and no anti-virus
protection enabled (as the operating system is no longer being supported by Microsoft).

a B @
Ransomware. passwords.txt  Networking
WannaCry.zip

windowsxp-...

Figure 4: Windows XP environment set up

After unzipping the ransomware sample the executable file was now on the system. The
filename is shown in figure 5.

ed01ebfbceb
Sbbea545af4d

01bf5f107166

1340480439¢ch

e5babededdie
4laa.exe

Figure 5: WannaCry executable file
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The researcher ran the executable file and files on the system immediately began encrypting.
See Appendix A, figure 1 which shows the WannaCry files created and the desktop files
encrypted.

After executing the ransomware, the ransomware note and its decryptor appeared (see figure 6).
At this stage the operating system has failed preventing the ransomware attack on the machine.
To recover the files decryption is needed.

& C:\Documents and Settings\Administrator\Desktop\Networking\Week 5

J File Edit View Favorites Tools Help

Back ~ (4 - 1]- ) search Folders -
€] o/ /

J Address I.,j C:\Documents and Settings\Administrator\DesktopiNetwarking\Week 5

@Flease_Read_Me@.tut

el VanaDecryptor @.exe
File and Folder Tasks ES ’-'_'_rJ et P CEETYRArE.

EXT Locument

1KE

£ Make a new folder -

@ Publish this folder to the
I'\"n"Eb

&2 share this folder

Figure 6: Ransomware note and WannaCry decryptor.

Appendix C, figure 1 is the ransomware note which gives information on what exactly has
happened to the victim. As expected, the attackers require payment to their bitcoin address to
decrypt the files. You can see the attackers guarantee “we guarantee that you can decrypt all
your files” if the victim pays. As mentioned previously, there is no guarantee you will recover the
files by paying.

After running the “@WannaDecryptor @.exe” executable the victim is greeted with the window
shown in figure 7 on the next page. This is how the cybercriminals would get payment from the
malware by posting their bitcoin address for victims to send their money to. The timer is defunct
in this live malware scenario however it would be running in a real ransomware attack. It’s clear
the aim of ransomware is to instill fear into the victim by the malware design and time urgency.

Once WannaCry is executed the background image of the system changes as well with
instructions to take. This can be seen in Appendix C, figure 2 & 3. Changing the background
image also lets the victim understand the malware has full control over the system.
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le? Wana DecryptOr 2.0

OQoops, your files have been encrypted! Englih [ |

‘What Happened to My Computer?
Your important files are encrvpted.

Many of vour decuments, photos, videos, databases and other files are no longer accessible
because they have been encrypted. Mayvbe vou are busy looking for a way to recover your
files, but do not waste vour time. Nobodv can recover vour files without our decrvption
service.

Payment will be raised on Can I Recover My Files?
1/4/1570 03:30:00 Sure. We guarantee that vou can recover all vour files safely and easily. But vou have not so
encugh time.

e Left You can decrvpt some of vour files for free. Trv now by clicking <Decrvpt=.

But if vou want to decrypt all vour files, vou need to pay.

You only have 3 days to submit the pavment. After that the price will be doubled.

Also, if vou don't pav in 7 davs, vou won't be able to recover vour files forever.

We will have free events for users who are so poor that they couldn't pay in 6 months.

Your files will be lost on —
How Do I Pay?

14811970 05:30:00 Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.

Please check the current price of Bitcom and buv some bitcoms. For more mformation, click
<How to buv bitcoimns>.

And send the correct amount to the address specified in this window.

After vour pavment, click <Check Pavment>. Best time to check: %:00am - 11:00am GMT =

o N R P oy Ju

Time Left

. . Send $600 worth of bitcoin to this address:
Lbaut bitcoin b ltco i n

e | 13AM4VW2dhxYgXeQepoHkHSQuyENgaEb94 |
H

Figure 7: WannaCry Decryptor payment window.

If the victim attempts to ignore the ransomware and open their files the system will be unable to
open the file as demonstrated by figure 8.

vindows 2] x|
J Windows cannot open this file:
: File:  passwords. twt, WHCRY
To open this file, Windows needs to know what program created it. Windows
can go online to look it up automatically, or you can manually select from a list of

programs on your computer,

What do you want to do?

¥ Use the Web service to find the appropriate program
" select the program from a list

QK I Cancel |

Figure 8: Unable to open text file due to encryption.

Furthermore, if the victim attempts to decrypt the files without paying an error will appear
demanding payment (see Appendix C, figure 4). Also, it’s clear from the supporting languages
that this ransomware was intended to spread globally from the beginning of its campaign (see
Appendix C, figure 5).

From the evaluation the researcher has conducted in this section it's clear Windows XP SP3 is
unable to prevent a ransomware attack. The WannaCry ransomware was able to be executed
with no resistance from the operating system.
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4.2.2 With protection

Before continuing with this section the researcher reverted the Windows XP SP3 virtual
machine to a snapshot before the ransomware was installed and executed (see figure 9).

VMware Workstation h 4

By restoring this snapshot, the current state will be lost.

Do you want to restore "fresh set up™? I

Figure 9: Reverting to old snapshot before ransomware executed

The objective for this section is to install the patch update for Windows XP against the exploit
that WannaCry used. The researcher ran the patch executable called “windowsxp-kb4012598-
x86-custom-enu_eceb7d5023bbb23c0dc633e46b9c2fl4fab6ee9dd.exe”. Figures 10&11 below
shows the installation wizard for the security update.

software Update Installation Wizard x|

Use this wizard to install the following software update:
g Security Update for Windows

XP (KB4012598)

Befare you install this update, we recommend that you:

- Back up your system
- Closge all open programs

You might need to restart your computer after you complete
this update. To continue, click Mext.

¢ Back MNeat = Cancel |

Figure 10: Windows Security Update installation wizard.
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Software Update Installation Wizard

Completing the Security Update
for Windows XP (KB4012598)
Installation Wizard

You have successfully completed the KB4012558
Setup Wizard.

To apply the changes, the wizard has to restart
Windows. To restart Windows automatically, click
Fimish. f you wart to restart later, select the Do not
restart now check box, and then click Finigh.

™ Do not restart now

¢ Back I Finish I LCancel

Figure 11: Installation of security update complete.

The researcher restarted Windows XP and attempted to run the WannaCry with the
security patch now installed. However, despite patching the exploit the ransomware
still successfully executed (see Appendix C, figure 6). The security patch seems to not
prevent ransomware from executing on the system. Instead the update will stop the
spread of the “EternalBlue” exploit to other machines (Microsoft, n.d.). Having
demonstrated the previous attempt to prevent ransomware in Windows XP SP3 a sub
aim has been met.

4.3 WINDOWS 10 HOME ENVIRONMENT

4.3.1 Without Protection

To define “without protection” in this section, it is what the Windows 10 base operating system is
able to prevent without any additional security added on or enabled. For example, with no
Ransomware Protection feature or anti-ransomware software. Meaning just testing the Windows
Defender/Windows Security within Windows 10.

To begin with the evaluation the researcher created the Windows 10 Home environment and got
it set up with the necessary tools and software. Appendix B, figures 1&2 show the environment
set up on Windows 10. Like shown previously, the .zip file “Ransomware.WannaCry.zip”
contains the live ransomware sample WannaCry. The “ZaarSetup” executable is the anti-
ransomware software.

The researcher ensured that Windows Security was up to date and the latest update to windows
10 was installed (see figure 12 on the next page). After this the researcher was ready to
evaluate the prevention measures against ransomware.
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. Virus & threat protection
@ :
settings

No action needed.

Manage settings

~ Virus & threat protection
L]
updates

Security intelligence is up to date.

Last update: 23/05/2022 05:39

Check for updates

Figure 12: Windows Security up to date.

The researcher executed the WannaCry ransomware and the malware was immediately
discovered and quarantined by Microsoft Defender Antivirus (see Figures 13&14). This was a
brilliant result. The ransomware didn’t even get to executing at all, no files were created like
seen previously in Appendix A, figure 1.

Windows Security

Virus & threat protection

Ransomware found

Nef

ender Antivir
etails.

Figure 13: Notification of Ransomware found by Windows Security.

Virus & threat
protection

Protection for your device against threats.

%9 Current threats

Threats found. Start the recommended actions.

Ransom:Win32/WannaCrypt

. Severe
23/05/2022 23:37 (Active)

Figure 14: Threat identified as WannaCrypt.
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The researcher attempted to run the ransomware anyway to see the reaction, even though the
warning was in place by Windows Security. The action was blocked with a pop-up window
explaining that the file contains a virus or potentially unwanted software (see figure 15). Another
brilliant response to malware in the modern operating system. Windows Security then
permanently removed WannaCry from the system as seen in figure 16.

C:\Users\Paddy'\Desktop'ed01ebfbcebSbbea545af4d01bf5f1071661840480439c6e5babeBel8led... X
@ ChlUsers\Pad..\ed01ebfbcOebibbea343af4d01bf3F10716618404280439cbe3babelellled 1aa.exe

Operation did not complete successfully because the file contains a virus or potentially
unwanted software,

Figure 15: Pop up message explaining file is malicious.

I = | Ransomware.WannaCry - ] X
Home Share View

+ <« Desk.. » RansomwareWanna... v | D Search Ransomware.WannaCry

A
MName Date modified Type Size
7 Quick access

[ Desktop
4 Downloads

| Documents

Waorking on it...

&=/ Pictures
J’! Music
B videos

Figure 16: WannaCry executable removed from the system.

From the evaluation the researcher conducted, Windows Security in Windows 10 Home is
sufficient enough to detect and stop ransomware.

4.3.2 With Protection
Ransomware Protection
In 2021 they added a Ransomware Protection feature to Windows Security with a Windows

Update release. The researcher enabled this feature as seen by figure 17. This works by setting
certain directories to prevent unauthorised changes.
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Ransomware protection

Protect your files against threats such as
ransomware and see how to restore files in case
of an attack.

Controlled folder access

Protect files, folders and memaory areas on your
device from unauthorised changes by unfriendly
apps.

@ on

Block history
Protected folders

Allow an app through controlled folder access

Figure 17: Ransomware Protection enabled in Windows 10 Home.

As the WannaCry ransomware sample was saved on the Desktop, the researcher modified the
protected folders to include the Desktop directory (see figure 18).

Protected folders

Windows system folders are protected by default.
‘You can also add additional protected folders.

+ Adda protected folder

Desktop
C\Users\Paddy\Desktop

Documents
C\Users\Paddy\Documents

Documents
CAUsers\Public,Documents

Pictures
Ci\Users\Paddy\Pictures

Pictures
ChUsers\Public\Pictures

Videos
ChUsers\Publicyvideos

Figure 18: Desktop directory added to protected folders.
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Finally, to ensure only ransomware protection was being evaluated the researcher allowed
WannaCry through Windows Security as demonstrated by figure 19. Allowing the ransomware
S0 as to not be blocked by Windows Security would be a close match to the environment of the
Windows XP SP3 system.

O Allowed threats

Allowed threats are items identified as threats,
which you have allowed to run on your device.

Ransom:Win32/WannaCrypt  Severe

Protection history

Figure 19: WannaCry threat allowed on Windows 10 Home.

Once the set up was completed the researcher executed the ransomware on the Desktop.
Ransomware Protection successfully detected the ransomware attempting to make changes to
the Desktop directory by adding the WannaCry files and encrypting files on the system (see
figure 20).

Windows Security

Virus & threat protection

Unauthorised changes blocked
Controlled folder access blocked icacls.exe
from making changes. Click to see settings.

23:59

Figure 20: Ransomware Protection detected unauthorised changes.

After successfully detecting the ransomware, the malware was blocked. The protection history
in Ransomware Protection can be seen in Appendix B, figure 3. From the evaluation of the
researcher Ransomware Protection in Windows Security is a successful prevention method for
ransomware.

Anti-Ransomware Software

Unknown to the researcher, the specific type of anti-ransomware defined in the methodology
(ZoneAlarm) of this evaluation required internet access (see figure 21 on the next page).
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Z LoneAlarm

2 i

Unable to connect to the Internet. If you use a firewall, please whitelist

ZoneAlarmUpdate.exe.

Help

Close

Figure 21: Anti-Ransomware software (ZoneAlarm) requiring internet access.

Therefore, for the sake of security the researcher did not want to risk the ransomware
sample escaping from the malware analysis lab through the network. Unfortunately,
anti-ransomware software could not be evaluated by the researcher. However, from

this evaluation it's clear that modern operating systems have enough prevention
methods to combat ransomware and third-party software is not necessary. The

researcher has successfully demonstrated current ransomware prevention methods in

modern operating systems meeting another sub aim of this evaluation.
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5 DISCUSSION

5.1 DIRECTION RANSOMWARE IS GOING IN

The United States have recently declared ransomware as terrorism - “The U.S.
Department of Justice is elevating investigations of ransomware attacks to a similar
priority as terrorism in the wake of the Colonial Pipeline hack and mounting damage
caused by cyber criminals, a senior department official told Reuters.” - (Rueters, 2021).

Due to this announcement attempts were made to make ransomware payments illegal,
however were unsuccessful and many companies and individuals continue to pay the
ransom (OFAC, 2021). If an individual or company pays for the decryption key in
hopes to recover their data, they are breaking the law and in the eyes of the U.S,
helping aid terrorism. There were also many discussions last year on if the ransom
should be paid and if enforcing not paying would be an effective countermeasure (BBC,
2021).

Furthermore, regulating cryptocurrency was actually a discussion in hopes to deter
ransomware (euronews, 2021). Undeniably, this is an overkill method to prevent
criminals making money from ransomware. Legitimate users of cryptocurrency would
suffer, and it’s likely the criminals will just use the other payment methods mentioned.

Ransomware as a service (Raas) is a new method cybercriminals are using to make
money from ransomware (Baker, Kurt, 2022). This service enables the cybercriminal
to get paid for their malware by providing it to the attackers. The attackers also pay a
service fee per successful ransom. Having multiple attackers from various locations
around the world using a service like this makes it difficult to prevent the operation. If
one attacker is caught, the ransomware service is still active out there being used and
maintained by other cybercriminals.

5.2 GENERAL DISCUSSION

The researcher has successfully demonstrated the prevention methods created against
ransomware and how effective they are today. All aims of the evaluation were met
demonstrating that we are moving in the right direction to combat this type of malware. With lots
of existing solutions available for users to protect themselves it makes the attackers role much
more difficult. It's clear over the years protection against ransomware within operating systems
has improved greatly. Having security implemented at a base level such as the operating
system helps protect non-technical users as well.
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5.3 COUNTERMEASURES TO RANSOMWARE

Alongside the prevention methods implemented into newer operating systems and software
available, there are general countermeasures against ransomware every organisation and
individual are advised to take.

Backup Data

So far, the only foolproof method against ransomware is to have a backup of all important files
created regularly. In the case of a ransomware attack, a simple backup restore and the
ransomware is wiped clean like it never happened. A hassle to be continuously doing, but an
effective method.

Update Software

Any software running on a system must be kept up to date with the latest patch. Vulnerabilities
present in old versions of the software will become ineffective due to the patch sent out by the

software developers. The most critical software to keep up to date is the operating system, as

this will be a target for attackers creating the malicious software using flaws and vulnerabilities
in the operating system (As seen by WannaCry with Eternalblue exploit against the NHS).

Ensure Anti-Virus Is Enabled

If using a modern Windows-based Operating System ensure that Windows Security is enabled
and that all virus definitions are kept up to date. For further protection you can enable
Ransomware Protection as seen in this evaluation. While not necessary installing a third-party
anti-ransomware software will help protect the system even further by checking files
downloading for ransomware.

Incident Response Plan

If all else fails and you end up being the victim of a ransomware attack organizations need to
have a plan to respond. Some good points for consideration, as provided by NCSC (NCSC,
2021), in your response plan:

Think about how you will respond to the ransom demand from an attacker and the threat it
poses to your organisation. The attacker may threaten publishing this data if the ransom is not
paid. This will have negative backlash in the media if word gets out that your organisation has
fell victim to a ransomware attack, so you will need to be prepared for this outcome too.
Furthermore, know your legal obligations if you fall victim to an attack about reporting the
incident to regulators. You should also take time to understand how approach it.

Incident Management Plan

Alongside a good incident response plan is a good incident management plan. This plan helps
define the roles of the staff within the organisation and prioritising data recovery. Think about
how long it would take to restore systems in the case of a ransomware attack and the procedure
for restoring from backup. Finally, plan for the case that you may have to operate critical
business operations if none of the systems or services are able to be used. (NCSC, 2021).
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5.4 FUTURE WORK

If the researcher were to continue the evaluation, he would test prevention methods against
Locker Ransomware such as Reveton, as only Crypto Ransomware was researched in this
evaluation. Furthermore, a more in-depth analysis on how ransomware spreads between
systems could be an area of focus to extend the project research and understanding of the
subject area.

A home network environment with a custom broadband internet connection could help analyse
the anti-ransomware software used in the evaluation. The researcher would feel more
comfortable and confident to run the ransomware if the network and internet was securely
locked down. A paid anti-ransomware version would also be better to test than a trial version.

Finally, as only the Windows Operating System was researched in this evaluation it would be
beneficial to check the prevention methods and techniques in Linux-based Operating Systems.
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APPENDICES

APPENDIX A — WINDOWS XP SP3

My Metwaork
Places

Recyde Bin . Ransomwar...

passwords.t...

ed0 1ebfbcSeb
Sbbeas45afad

00000000.eky

windowsxp-... 00000000.pky

00000000, res

o
S

@WanaDecr...

Figure 1: WannaCry executed — files now encrypted.
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APPENDIX B — WINDOWS 10 HOME

=

Recycle Bin

Figure 1: Windows 10 Home environment set up.

Regycle Bin

2]

Microsoft

Edge

antiransom..
software

turn on

ransomwarss

Ransomwar.:

Figure 2: WannaCry ransomware added
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O Protection history

View the latest protection actions and
recommendations from Windows Security.

Filtered by: Blocked folder Filters
access

Protected folder access
blocked Low ™
23/05/2022 23:59

(i) Your administrator has blocked this
action.

App or process blocked: ed01ebfbc9ebsbbeas4
5af4d01bf5f107166184
0480439c6e5babeBels
Oedlaz.exe

Protected folder: %desktopdirectory%

Y\Ransomware.Wannalryh,

Blocked by: Controlled folder access

You can allow apps to access your protected
folders, but you should only allow apps that you
trust.

Controlled folder access settings

Actions

Figure 3: Ransomware Protection history. WannaCry blocked.
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APPENDIX C — WANNACRY DEMONSTRATION

P @Please_Read_Me@.txt - Notepad

File Edit Format Help

=10 =]

: what's wrong with my files?
If you
Let s start decrypting!

Q: what do I do?

Q: How can I trust?

Don't worry about decryption.

Next, please find an application file named "& - - :
run and follow the instructions! (You may need to disable your antivirus for a whi

Wanabecr

A: First, you need to pay service fees for the decryption.
Please send $300 worth of bitcoin to this bitcoin address: 13aMdvii2dhxygyeqepoHkHSQUYENgaEbS4

tor@. exe"., It is the decryﬁ:t software.
e.)

we will decrypt your files surely because nobody will trust us if we cheat users.

If you need our assistance, send a message by clicking <Contact Us= on the decryptor window.

A1 ©Doops, ¥DLH’ impartant files are encrypted. It means you will not be able to access them anymore until they are decrypted.
ollow our instructions, we guarantes that you can decrypt all your files quickly and safely!

- |

Figure 1: Ransomware note from WannacCry.

Ransomwar...
passwords.t...

Payment will be raised on

17411970 05:30:00

me Left

Your files will be lost on

17811970 05:30:00

me Left

00000000.eky

.. 00000000.py

Contact Us

ﬂw‘

@WanaDear.

| C:'\Documents and Settin.. | 5 Wana Decryptor 2.0

‘What Happened to My Computer?

Your mmportant files are encrypted.

Many of vour documents, phetos, videos, databases and other files are no longer accessible
because they have been encrypted. Maybe vou are busy looking for a way to recover vour
files. but do not waste your time. Nobody can recover your fles without our decryption
service.

‘Can I Recover My Files?
Sure. We guarantee that vou can recover all vour files safelv and easily. But vou have not so
encugh time.
You can decrvpt some of vour files for free. Trv now by clicking <Decrvpts.
But if vou want to decrvpt all vour files, vou need to pay.
{ 3 submit the payment. After that the price will be doubled.
ou won't be able to recover vour files forever.
s who are so poor that they couldn't pay in 6 months

How Do I Pay?

Pavment is accepted in Bitcoin onlv. For more information. click <About bitcoin_

Please check the current price of Bitcoin and buy some bitcoins. For more information, click
<How to buy bitcoins.

And send the correct amount to the address specified m this window.

| After vour pavment, click <Check Pavment>. Best time to check: %:00am - 11:00am GMT

Send $600 worth of bitcoin to this address:

Pa T4 | 13AMAVW2dhxYgXeQepoHkH SQuyENgaEb94

01:38

Figure 2: WannaCry payment window with background image changed.
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passwords.t...

00000000.eky

-

jndowsxp-... 00000000.pky

Figure 3: Background of Windows XP changed to ransomware note.

e
Select a host to decrypt and click ™5Start™.

Path
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C:4metazploitvappshprobmsf datahexploitshcapturehhttphformsnetlog. com. st
C:4metazploithappshprobmsf datahexploitshcaptureshitpiformstphotobucket. com. bt
C:4metazploithappshprobmsf Mdatahexploitshcaptureshttpiformsrepubblica it bt
C:4metazploitimsf3hdatahexploitshcapturethttpformshlink edin com. bt
C:4metazploitimsf3hdatahexploitshcapturethttphformshmesbo. com. bt
C:hmetazploitimsf3datahexploitshcapturethttphformshmegaupload. com. bt
C:hmetazploitinsf3datahexploitshcapturehttpformshmpnet. com, bt
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\!:) Pay now, if you want to decrypt ALL your files!

OK |

Figure 4: Attempt to decrypt blocked.
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Qoops, your files have been encrypted!

; s 2 Bulgari
‘What Happened to My Computer? E;ﬁ:g:qsimp“ﬁe "

Your important files are encrvpted. Chinese [traditional)
Manv of vour decuments, photos, videos, databases and other files are no long Croatian
because they have been encryvpted. Mavbe vou are busv looking for a way to gii?:h

files, but do not waste vour time. Nobedy can recover vour files without our d{pyteh

service. Filipina

Finrish
Payment will be raised on . . French
. Can I Recover My Files? Geman
17411370 05:30:00 Sure. We guarantee that vou can recover all vour files safely and easilv. Bur aﬁ::e sian
enough time. Italian

You can decrypt some of vour files for free. Trv now by clicking <Decrypt>. |Japanese
But if vou want to decrvpt all vour files, vou need to pay. ant'si:ﬁ
You only have 3 days to submit the payment. After that the price will be doub|Nomwegian
Also, if vou don't pav in 7 days, vou won't be able to recover vour files forevesPalish

We will have free events for users who are so poor that they couldn't pay in 6 Fotuguese

Time Left

Homanian
Your files will be lost on FRussian
How Do I Pay? g:';;;';h
11871970 05:30:00 Pavment is accepted in Bitcoin only. For more information, click <About bitco{Swedish

Please check the current price of Bitcoin and buy some bitceins. For more inf{ Turkish
<How to buy bitceins>. Vigtnamese
And send the correct amount to the address specified in this window.

After vour pavment, click <Check Pavment>. Best time to check: $:00am - 11:00am GMT [

Lo B mam A e e b Tt -

Time Left

Send $600 worth of bitcoin to this address:

bitcoin
Pl | 13AM4VW2dhxYgXeQepoHkH SQuy6NgaEb94 Copy
Contact Us Check Payment

Figure 5: Language support for WannaCry Ransomware.

. =

My Computer 00000000.eky  twnry

K [

MyNetwork 00000000.pky taskdl.exe
7 Wana DecryptOr 2.

ﬁ Qoops, your files have been encrypted! Englsh (-

00000000.res  taskse.exe 'What Happened to My Computer?
Your important files are encrvpted.
rour documents, photos, videos, databases and other files are no longer accessible
they have been encrvpted. Mavbe vou are busy looking for a wav to recover vour
but do not waste vour time. Nobedy can recover vour files without our decrvption
ce.
Payment will be raised on .
Y Can I Recover My Files?
1/411970 05:30:00 Sure. We guarantee that vou can recover all vour files safelv and easilv. But vou have not so
enough time.
Time Left You can decrvpt some of vour files for free. Trv now by clicking <Decrvpt=.
But if vou want to decrvpt all vour files, vou need to pay.
You only have 3 day mit the pavment. After that the price will be doubled.
Also, if vou don't pay davs, vou won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn't pay n 6 months.
Your files will be lost on
How Do I Pay?
11811970 05:30:00 Payment is accepted in Bitcoin onlv. For more information, click <Abowt bitcoin=.
Please check the cwrrent price of Bitcoin and buy seme bitcoms. For more nformation, click
<How to buy bitcoins>.
And send the correct amount to the addr pecified n this window.
After vour payment, click <Check Payment>. Best time to check: 3:00am - 11:00am GMT =
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me Left

Send $600 worth of bitcoin to this address:

bitcoin
e S | 13AM4VW2dhxYgXeQepoHkH SQuySNgaEb94

pd01ebfbc... Ransomwar...

n‘,-sta:t| &8 | - & @ & | wanaDecryptor 2.0 02:37

Figure 6: Ransomware executed after windows patch installed.
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